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PRIMEKEY AT A GLANCE
• Solutions and Professional Services in area of Applied 

Cryptography with focus on PKI

• Customers are Governments & Large Enterprises

• SME with headquarters in Stockholm, Sweden, 2012 
opened subsidiary in Aachen/Germany

• Developers and commercial force behind EJBCA.org and 
SignServer.org

• Open Standards, Open Source

• Active in more than 40 countries

• Organic growth, 20-30% per year
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HOW WE WORK?

3

PrimeKey Customer Deployment

technology
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apply

training
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scaleable

reliable
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upgrades

continuity &/
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OPEN STANDARDS

•PrimeKey uses tested, approved, standardized technologies
•Open Standards advantages:

• easier integration with other applications
• longer and healthier life-cycle
• lower total cost of ownership

•Open Standards bring interoperability with other related technologies 
(databases, directories, application servers, HSMs)

•Our solutions are platform-neutral (Windows, Unix, Linux, OSX)
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TECHNOLOGY/R&D
EJBCA - PKI BY PRIMEKEY

Enterprise Java Beans Certificate Authority

•Leading PKI world wide, thousands 
of deployments 

•Full blown, industrial strength
•Government & Law Enforcement, 
eID/ePassports, Banking/Finance, 
IT/telecom, Service Providers
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www.ejbca.org

http://www.ejbca.org
http://www.ejbca.org
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TECHNOLOGY/R&D 
SIGNSERVER - PKI BY PRIMEKEY

The SignServer at glance:

•Flexible framework for server-side 
cryptographic operations

•Document signing (PDF, XML, 
ODF, OOXML), ePassport, email, 
Time Stamps, product authenticity
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www.signserver.org

http://www.ejbca.org
http://www.ejbca.org
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•Certified Security Core

•EUREKA Eurostars funded project

•Aimed to:
•Produce an open source (LGPL) security core product and to have it 
evaluated according to Common Criteria EAL4+

•Promote the integration of the security core into real-life products
•PrimeKey was project lead, three partners from Norway, Portugal and Turkey
•Project successfully finished, including Common Criteria EAL 4+ certification
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✓ create electronic signatures
✓ validate electronic signatures
✓ create digital certificates and CRLs
✓ protect the integrity of data
✓ secure audit logs
✓ handle authentication and authorization
✓ handle key management
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CESECORE FOSTERS COMMON CRITERIA 
EVALUATION OF RELYING PRODUCTS

Example: EJBCA is now also CC EAL 
4+ evaluated, as a composite TOE, 
relying on CESeCore as a component 
TOE

CESeCore provides most of the 
security functions
EJBCA builds on with more 
functions, business logic, GUI, etc.
Tremendous time & resource savings
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PICTURE TELLS 1000 WORDS
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world-wide
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NEXT STEPS - IDEA
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A combined software and hardware approach towards 
more trustworthy systems.

Hardware & Software Security Platform - HS2P



PrimeKey Solutions AB © 2013

PrimeKey

NEXT STEPS - IDEA
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Bring security enhancements even closer to, and easier 
to deliver for “Real world” secure application vendors.

Hardware & Software Security Platform - HS2P
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CUSTOMER´S VALUE EXPERIENCE

•Deliver „Turn-Key” Secured Applications/Solutions, with Full Package:
•Software - secured, certified, XX
•Reliable hardware including HSMs
•Best Practices and Services around secured applications/solutions
•After sales support

•Customer
• low internal effort; CAPEX vs OPEX
•operational “immediately”

•Future Proofed Technology Stack (Tested Update Path)
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HS2P #1

VHSM EJBCA
Third party Application/OS

using EJBCA
VGW

Virtual Switch

SFP 
Security Foundation Platform

Hardware 
Enterprise Grade Server Hardware

HSM
Utimaco CryptoServer Se FIPS Level 3

Virtualization

Virtual Network

USERs
“cloud”
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HS2P #2

Third party Application/OS

CESeCore

VHSM VGW
Virtual Switch

SFP 
Security Foundation Platform

Hardware 
Enterprise Grade Server Hardware

HSM
Utimaco CryptoServer Se FIPS Level 3

Virtualization

Virtual Network

USERs
“cloud”
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HS2P ECOSYSTEM

HS2P Applications

HS2P 
Software

HS2P Hardware

“Real Life” 
Applications

USERs
“cloud”

App1

App2

App3

“cloud”

“cloud”

USERs

USERs
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NEXT STEPS - CONCRETE
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Secure Archival & eDiscovery

Kolab Systems AG & PrimeKey Solutions AB
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SECURE ARCHIVAL & eDISCOVERY

•Concrete Business Drivers
•USA, SEC rule 17A; the Sarbanes-Oxley Act
•Switzerland, Geschäftsbücherverordnung (GeBüV)
•EU, Data Protection Directive/Regulation
•EU/ETSI, Long-Term Archiving (LTA),Long-Term Validity 
(LTV)

•plenty other
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SECURE ARCHIVAL & eDISCOVERY

email, calendar, 
address books, 
tasks and files

associated 
transaction and 
modification 
records

stored with 
integrity 
protection, 
records cannot be 
altered or deleted

Records available 
upon requests, 
optional 
encrypted 
storage; indexable, 
restorable and 
searchable
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NEXT STEPS - CONCRETE

Kolab (SME):
data and user 
interfacing, responsible 
for archiving 
requirements

PrimeKey (SME):
“integrity engine”, 
responsible for EU and 
commercial audit 
requirements

Academia:
study collaboration 
methods, open 
development processes, 
“ORIOS”

Industry:
study the collaboration 
patterns, while 
addressing an important 
aspect of corporate 
infrastructure, and re-use 
of results
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NEXT STEPS - CONCRETE

Kolab (SME):
data and user 
interfacing, responsible 
for archiving 
requirements

PrimeKey (SME):
“integrity engine”, 
responsible for EU and 
commercial audit 
requirements

Academia:
study collaboration 
methods, open 
development processes, 
“ORIOS”

Industry:
study the collaboration 
patterns, while 
addressing an important 
aspect of corporate 
infrastructure, and re-use 
of results

Other (Industry):
we welcome your 
suggestions!

Other (SME):
we welcome your 
suggestions!

Academia:
we welcome your 
suggestions!
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THANK YOU
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admir@primekey.se

mailto:admir@primekey.se
mailto:admir@primekey.se

